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IMpeaucaoBue

Hacrosmmii mokymeHT sBIsieTCS PYKOBOACTBOM TO wmcmoik3oBaHuio B cucremMe JBO «tOI'-HMuBecTOank
buznec» cpencTB kpunTorpaduIecKoi 3amuThl HHHOPMAITHH:

* «Pyroxen OIII 3.0».

«Pyroxen DUID» — 370 nMuHeKa yCTPOICTB U1 MPAKTHYECKH JTFOOBIX MPHUIIOKEHUN dIIEKTPOHHON TTOIITUCH U
CTporoil IByX(haKTOpHOI1 ayTeHTU(UKAIINH.

Orto nomHodyHKIMoHaTRHBEIE CK3W 1 cpencTBa 3IeKTPOHHOM MoAMUCH ¢ ammapatHoi peanmzarueid ['OCT P
34.10-2012 ¢ pnmuoit kmoua 256/512 6ur m T'OCT P 34.11-2012. Kpunrorpaduyeckue onepanuu
BBITIOJIHSIIOTCST 0€3 KOMUPOBaHMS KIO4a B MaMsiTh KommbioTepa. Cpok AEHCTBHS HEU3BICKAEMBIX KIIOYEH
ANEKTPOHHOM MOJIIHCH — JI0 3 JIeT.

Pa6ora ¢ «Pytoken DLII» momnepxuBaercs B OC Windows, Linux 1 macOS.

B paznmene Obmiue cBenenus paccMorpeHo HazHadenne «Pyroken DLII» n mpencrasiena wHpOpManns O ero
COBMECTHMOCTH C Pa3IMYHBIMH ONEPALMOHHBIMU CUCTEMaMH.

B paznene [loaroroska «Pyroken DIIIT» k pabore mpeacraBicHa HHPOPMALIHS O TEHCTBUAX HEOOXOIUMBIX IS
oOecriedeHus] KOPPEKTHOM padoThl yCTPOICTBA.

B pasgene TpeOoBanusi K 3KCIUTyaTalldd OMUCAHBI MEPhI MO OOECIEUYCHUIO COXPAHHOCTH M HAIEKHOCTU
YCTPOUCTBA.

B paznene O6noBnenne npaiiepos «Pyrtoxen DLI1» nns Windows ommcan mopsaok oOHOBIEHHUS JpaliBepOB
ycTpoiicta s Windows.

B pasnene YcTpaHeHue HeucnpaBHOCTEN ONIMCAHbl TUIIOBBIE HEUCIIPABHOCTH, KOTOPBIE MOT'YT BO3HUKHYTh IIPH
skcrutyaranuu «Pyroken SLI1», u coco0bl UX ycTpaHeHUs..

[Ipumenenune «Pyroxen DOUII» mpu pabore ¢ cucremoit JbO «IOI'-UuBectbank busnec» paccMorpeHo B
paszzmenax:

* Hcnonb3oBanue «Pyroxen SUID» npu perucrpauuu B cucteme JbO;
* Hcnonb3oBanue «Pyroken SUID» npu Bxoze B cucremy AbO;
* AnmuHucTpupoBaHue kirouei OlI;

* AnmunuctpupoBanue «Pyroken D1II».



Рутокен_ЭЦП#_Подготовка_
Рутокен#_Обновление_драйверов_
Рутокен_ЭЦП#_Администрирование_
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OO0mue cBe1eHus

«Pyrtoxen DUID» npeacrapnseT coboit kommakTHoe USB-yCcTpoifcTBO € anmapaTHON pean3aiieil poCCHICKIX
CTaHAAPTOB IEKTPoHHOU moAmucH (D11), mudbpoBaHus 1 XEITUPOBAHHUS.

Puc. 1. Pyroxen LI

«Pytoxken DOIII» npeanazHaueH s Oe3omacHOW JBYX(aKTOPHOW ayTEeHTU(UKAIMK II0JIb30BaTElEeH,
TeHepaluy 1 3aIIUIIEHHOTO XPaHEeHHs! KITIoUeH MUPpOBaHUs U KIFOUEH 3JIEKTPOHHON MOAMUCH, BHITTOIHEHHUS
mu(poBaHUs U AIIEKTPOHHONW TOAMUCH B CAMOM YCTPOWCTBE, XpaHEHHs HU(PPOBBIX CEPTH(PHUKATOB M MHBIX
JAHHBIX.

«Pytoken DUII 3.0» noanepxuBaeT:
» Unrepdeiic USB 1.1 u BoIe;
» USB CCID: pa6ota 6e3 ycTaHOBKH JpaiiBepOB yCTPOHCTBA B COBpeMeHHBIX Bepcusax OC.

AnmapatHas peanu3alnusi KpUNTOrpadUuecKUX alrOpUTMOB (DIEKTPOHHOM TOAMMCH, Xeml-QyHKIUH U
mmdpoBaHus) BHYTPH YCTPOHCTBa 0OecTieYnBaeT:

* KOH(HUASHIINAIFHOCTH 00padaThiBaeMoi HH(GOPMAINH TIPH MIEpelave U XPaHESHUH;
* IEJOCTHOCTh 00pabaThiBaeMOil HHpOpPMALINY;
* TOJTBEPXKIICHHUE aBTOPCTBA MOCPEICTBOM DIIEKTPOHHOM ITOJIITHCH.

®opmupoBanue OII B coorBerctBuu ¢ ['OCT P 34.10-2012 u I'OCT P 34.11-2012 npoucxoaut
HETMOCPEICTBEHHO BHYTpU ycTpoiicTBa: Ha BXxoa «Pyroxen JOUID» mpuHHMAeT 3J1€KTPOHHBIM JTOKYMEHT, HA
BbIXOJI€ BbiiaeT 11 nmoj 1aHHBIM TOKYMEHTOM.

Kirou OII renepupyercst camuM «Pytoken OIII», xpanurcs B 3ammnieHHoN namsatH «Pytoxken OUID» u
HUKOTJIa, HUKEM U HH NP KaKUX yCJIOBHUAX HE MOXKET ObITh cunTaH u3 «Pyroken OLID».

«Pyrtoxen DLII» cemelictBa 3.0 nMeeT 3alIMIIEHHYIO OOJIACTh MaMATH, MO3BOJIAIONIYIO XPAHUTH A0 126-u
kirouert DI oTBETCTBEHHBIX COTPYAHUKOB OAHOI'O UJIM HECKOJIBKHUX KIIMCHTOB.

Ionnepskka yctpoiicts B cucteme JJbO «FOI'-MuBectOank buzHec» obecneuena:
» «Pyrtoken DUII 3.0» nauunas c Bepcuu 2022.6.16.

UcnonrszoBanue «Pytoken S BO3MOXKHO B CIEIYIOINX MOIYJISIX KOPIIOPATUBHBIX KJINEHTOB cucTeMsl JJBO
«lOI'-UnBectbank busnecy:

* HWurepner-bank.

BosmoxHa OAHOBpPCMCHHAs pa60Ta Cpa3y € HCCKOJIbKUMH MOAKIIFOUCHHBIMU K KOMIIBIOTCPY YCTpOﬁCTBaMH.

Hust pabotel B Monyisix cucteMsl JJBO «FOI'-MuBectOank buznecy ¢ xmouamu D11, HaxoasmmmMes: B TaMsATH
«Pyroken DIIIT», nHeodoxomum BIFIT Signer. Ero ycTaHoBKa U IUCTPUOYTHUB JJIsi CKQUMBAHUS NPEIararoTcs
IIpH 0OpaIeHnH K CHCTEME.

[onnepxka ycrporict B npuitoskennu BIFIT Signer obecrieuena:

* «Pyrtoken DI 3.0» HaumHas ¢ Bepcun 8.22.4 1 BHIIIC.
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Ilpumeuanue:

UcnonwszoBanue «Pytoken OLI» B OC Windows XP He mpemyCMOTpPEHO B CBSI3U C NIpPEKpaliCHUEM
noanepxku BIFIT Signer Boitie Bepcun 8.15 B OC Windows XP.

«Pyroxen OIII» obecrieunBaeT ABYX(aAKTOPHYIO ayTEHTH(HUKAIMIO B KOMIBIOTEPHBIX cucTeMax. Jlis
YCHEIHOW ayTeHTHU(HUKAIMH TpeOyeTcs: BBHIMOJHEHHME ABYX YCIOBHIA: 3HaHUS mosb3oBareneMm PIN-koma u
¢bu3nyecKkoe HalIu4Ke caMoro ycTpoicTBa. 1o obecreunBaeT ropasio 0osnee BEICOKHH YPOBEHb O€30I1aCHOCTU
MO CPaBHEHHIO C TPAJUIIMOHHBIM JIOCTYIIOM TOJIBKO MO TAPOJIIO.

B «Pytoken DIII» peanu3oBaHbl ClIeAYONIHE KpUNTOrPpahUISCKUE aIrOPUTMBIL:

* ITommepskka I'OCT P 34.10-2001 u I'OCT P 34.10-2012/T'OCT 34.10-2018 (256 u 512 6uT): reneparus
KITFOYEBBIX TIAp C TPOBEPKOI KadecTBa, (OPMHUPOBAHHME W TPOBEPKA DSJIEKTPOHHON MOIMHCH, CPOK
TEHCTBUS 3aKPBITHIX KITtOUeH 10 3-X JIeT.

» ITonnepxxa [OCT P 34.11-94 u I'OCT P 34.11-2012/T'OCT 34.11-2018 (256 u 512 6ur): BeIYKCIECHHUE
3HAYEHUS X3MI-(QYHKIUN JaHHBIX, B TOM YHCJIE C BOBMOXKHOCTBIO Mocienyomuiero ¢popmuposanus 11

* [Topnepxxka 'OCT P 28147-89: renepanust kimodeld mmdpoBaHus, H(QpPOBaHUE JAHHBIX B PEKUMAX
MPOCTOI 3aMEHbI, TAMMHPOBaHUsI U TaMMHUPOBAaHHSA C OOpaTHOM CBS3bIO, BBHIYMCICHHE U IPOBEpKa
KpUNTorpaduieckoi KOHTPOJILHOW CyMMBI TaHHBIX (nmuToBcTaBku ['OCT).

* BripaboTka CECCHOHHBIX  KITFOUeH (xorroueit MapHOH CBSI3H): 10
cxeme
VKO GOST R 34.10-2001 (RFC 4357) u VKO GOST R 34.10-2012 (RFC 7836), pacuudpoBanue no
cxeme EC El-Gamal.

» Ilonnepxxka RSA: mopnepxka kmouet pasmepom 1024, 2048, 4096 6ut, renepanus KIOYEBbIX Iap €
HacTpanBaeMOl IPOBEPKOH KauecTBa, UMIIOPT KIIIOUEBHIX Map, GOPMHUPOBAHHUE HJIEKTPOHHON HOATIHCH.

* ['enepanus mocae10BaTeILHOCTH CIy4YaiiHBIX YHCeN TPeOyeMON JITHHBIL.

OcHoBy «Pytoken OUII» cocraBisieT COBpPEMEHHBIM 3alIMIIEHHBIII MUKPOKOHTPOJJIEp W BCTPOCHHAs
3alUIIEHHAS TaMATh, B KOTOPOH 0€30MaCHO XpaHATCS JJaHHBIE TTIOJIB30BATENs: APOITH, KUK MIH(poBaHus 1
MOJIITICH, CEPTUDUKATHI U T.1.

Bce monenn «Pytoken OLII» nmerot cepruduxarel coorserctBusi ®Ch PO:

* «Pyrtoken DUII 3.0» umeer ceprudukar: Ne CD/124-5223 ot 17.07.2025 r. — neiicTBUTENEH 10
01.05.2027 r.

Ilpumeuanue:

B cucreme IBO «lOI'-UuBecrbank busnec» monaepxkuBaercsa padora USB-toxenoB «Pyroken DUII» B
CHeUUAILHOW KOH(Urypauuy, NpeAHa3HAYeHHOH Ui HCHOJIb30BaHHUS HCKIIOUYMTENBHO B cucteme [1BO
«}OI'-uBectOank bruznec».

ITopgnepxuBarorcs USB-TokeHbl, TpHOOpETEHHBIC yepe3 aBTOPU30BAHHBIX ITOCTABIIMKOB
000 «BUDUT Mara Cexproput» u/mimm OO0 «BUOUT 3/10» ¢ orpannyeHneM o0IacTi MPUMEHEHUS
nanHbeiX USB-TokeHOB TONBKO B cocTaBe cucteMbl JIBO «HOI'-MuBecTOank brusnec».

HUcnonb3oBanue USB-TokenoB «Pytoken DLII» ¢ vHBIMU KOHPUTYpaLUsIMH 1/ WA IPHOOPETEHHBIX Yepes3
HE aBTOPU30BAaHHBIX MOCTABIIMKOB HEBO3MOKHO BBUYy OTCYTCTBUS MOIAEPKKHA PAOOTHI TAKUX YCTPOICTB
B cucteMe JJBO «IOI'-MuBectOank busnec.



https://www.rutoken.ru/resource/certificate/fsb_124_5223.png

CpenctBo kpurrrorpaduueckoii 3amuTsl nHGopMmanuu «Pytoken D1IIT 3.0»

HoaroroBka «Pyroken IID» k padorte

Hacrpoiika nis Windows

Hnst momHoueHHo#t padotsl «Pytoken DI 3.0» HeoOX0AMMO YCTaHOBUTDH JApaliBep W MaHENb YHpPaBICHUS
YCTPOMICTBA, C IOMOLIBIO KOTOPOH OCYILECTBIAETCA:

+ 3aganue PIN-koga noctyna K yCTpoicTBy;
* ympapJiieHHE moMuTUKaMu kadectBa PIN-ko10B;

* (opMaTHpOBaHHE YCTPOWCTBA.

Brumanue!

Ilepen Hauanom ycrtaHoBku nApaiiBepoB oTcoenuuute «Pyroken OLII» or USB-mopra kommbroTepa.
PexomenayeTcs 3akpbITh Bce paboTaromye MPHIOKEHUS.

Jnist ycTaHOBKHM ApaiiBepa HEOOX0IMMO 3arpy3UTh YCTAHOBOUHBIH (hailll, 3allyCTHTh €r0 U CIeJ0BaTh YKa3aHUSIM

Mactepa ycraHoBku. [locie 3aBepieHus mporecca yCTaHOBKH HeoOxoauMo noakmounts «Pytoxen DI
cBoboguomy USB-mopty.

CkauaiiTe yCTaHOBOUHBIM (aiinm ¢ caiita paspaborumka «Pytoxken DII1» kommanuun AO «AKTHUB-cOPT»:
Hpaiieepsr Pytoken maast Windows.

3amycTuTe nporpaMmy ycTaHoBkH ApaiiBepa «Pyroken DLII» u cnenyiite e€ ykasanusam. Jlajee npencTaBieHbl
OCHOBHBIC dTambl PabOTHI MacTepa YCTaHOBKH (CM. - ). Ilo ymon4aHWI0 MacTep yCTaHOBKHU
IpeJiaraeT co31aTh SAPJIBIK AJIs 3aIyCKa MaHeJN yIpaBlieHus Ha padoyeM CTole.

2l Apaiieepbl Pytoken - X

PYTOKEH

APAVBEPbI PYTOKEH

Hauano YCTaHOBKU

Cosaate Ha PaBouem cTone apabik

Manenun ynpasnenua PyTokex L G)_/cranoswn:

Bepcusa: 4.15.0.0

Puc. 2. Macrtep ycraHoBKH apaiiBepa. Hauano ycranoBku

Jns mpopoikeHHus yCTAHOBKM JpaiiBepa HaKMUTE KHOMKY YCTAHOBUTH. HauHeTcs mpoilecc yCTaHOBKHU
IpaiiBepa ¥ MaHeN! YIPaBIeHHUs YCTPOICTBOM (CM. ).



https://www.rutoken.ru/support/download/windows/
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il Apaiieepsi PyToken — X

PYTOKEH

APAVBEPbI PYTOKEH

Moxanyicra, NoAOXANTE, MPOLLECC
MOXET 3aHATb HECKObKO MUHYT...

YcTaHoBKa cHMTbIBaTENEN PYTOKEH S, 3TO MOXKET 33HATL HECKONBKO MUHYT...

Puc. 3. Macrep ycranoBku apaiiBepa. IIponecc ycranoBkn

[lanee He0OX0IMMO 10KAATHCSI OKOHYAHUS YCTAaHOBKH ApaiiBepa (cM. Pric. 3) 1 Ha)KaTh KHOTIKY 3aKPbITh (CM.
Puc. 4).

il Apaiisepsl Pytoken - X

PYTOKEH

APAUBEPbI PYTOKEH

YcTaHOBKa 3aBeplueHa

Puc. 4. MacTep ycTaHOBKHM ApaiiBepa. 3aBeplieHUe YCTAHOBKHU

[Mocne okoHvaHus ycTaHOBKH ApaiiBepa nojxirounte «Pytoken D1I» k USB-nopry komnbeiorepa. B obnactu
YBEJIOMJICHHI TaHENIW 3aJad TIOSBUTCS COOOIICHUE, CBHJIETEILCTBYIOIIEE 00 OOHAPYKEHUH CUCTEMOUN
MOJKJIFOYEHHOTO YCTPOMCTBA U TOTOBHOCTH €0 K UCIIOIBb30BaHUIO (CM. Piic. D).
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_ Rutoken A X
TP ycranoexa ApaiiBepa Ana yCTPOICTEa YCNELIHO
33BEpLUEHa.

Puc. 5. Ilaneas 3aga4y. Coobumenue 00 ycnemHoi ycTaHOBKe

Hacrpoiika nosa Linux 1 macOS

VYcranoBka apaiisepa s «Pyroken DIIT» B coBpemeHHBIX omepairioHHbix cucteMax GNU\Linux (Bepcust
libccid e Huxe 1.4.2) m macOS (Bepcust 10.7 u Beime) He TpedyeTcs.

«Pyrtoxen DUII» — aro ycTpoiictBo, mognepxkubatomiee crangapt CCID. B onmepammonnsix cucremax GNU/
Linux u macOS 3a mnomnmepxky cranmapra CCID B pcsc-lite ortBewaer momyms libccid. V
libccidcymectByer koH(MUTYpanmHOHHBIN (aiiy, comepKalluii ONMHuCcaHUue WACHTU(UKATOPOB YCTPOICTB,
KOTOpBIE TIPOBEpEHbI aBTopoM 1ibccid Ha coBMecTHMOCTS.

Buectn 3anmch o «PyTtoken DLI» B koHpUTrypamoHHbIH (aiin MoxkeT moTpeOoBaThCs:

* TOJB30BaTeNsIM ycTapeBmux auctpuOytnBoB GNU/Linux;

* moub3oBareasiM macOS 10.6 Snow Leopard u npeasiaymumx Bepcuii.
B GNU/Linux xoH(MUTYpannoHHBIH (aii 00BIYHO HAXOIUTCS B KaTaJIOTE:
/usr/lib/pcsc/drivers/ifd-bundle/Contents/Info.plist
B macOS xonurypanvonHsiii ¢aitn HaxoAuTCs B KaTalore:
/usr/libexec/SmartCardServices/drivers/ifd-ccid.bundle/Contents/Info.plist

3TO0 OOBIYHBIA TEKCTOBBIN (haiisl, KOTOPHIH MOXKHO OTKPBITH JFOOBIM JIOCTYITHBIM TEKCTOBBIM PEIaKTOPOM U B
KOTOPBI HEOOXOJUMO BHECTH U3MEHEHUSI:

— B MaccuB <key>ifdVendorID</key> nobaButs <string>0x0A89</string> (cm. )
<key>ifdvendorID</key>
<array>
| <string>0x0A89</string> |
<string>0x08E6</string>
<string>0x08E6</string>
<string>0x08E6</string>

Puc. 6. Maccus <key>ifdVendorID</key>

— B MaccuB <key>ifdProductID</key> nobaButh <string>0x0030</string> (cm. )
<key>ifdProductID</key>
<array>
| <string>0x0030</string> |

<string>0x2202</string>
<string>0x3437</string>
<string>0x3438</string>

Puc. 7. Maccus <key>ifdProductlD</key>

— B MaccuB <key>ifdFriendlyName</key> nobasuth <string>Aktiv Rutoken ECP</ string>

(cm. ).
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<key>ifdFriendlyName</key>

<array>

<string>Aktiv Rutoken ECP</string4
= e 34w B s 3 o e L ot e L« e o w2 e 16 P

Puc. 8. Maccus <key>ifdFriendlyName</key>
IIpoBepka padGoTocnocoOHOCTH
IIpoBepka padorocnocodnocTn «Pyroken III» B OC Windows

1. Toaxmounte «Pyroken DIII» k komnbroTepy u 3amycrure [laneab ynpaBiaenusi Pyroken (cm. Piic. 9).

m‘}
[laHens
YNPaBAEH

Puc. 9. Uxonka npuio:kenus: "[lanens ynpaBiaenust Pyroken" na pa6odem crojie

2. Ha Brmagke AavunuctpupoBanue B crnucke Iloakmiodennnie PyTOKeHBI TODKHO OTOOpa)aThCs
Ha3BaHHE MOAKIIOYEHHOTrO ycTpoiicTBa (cM. Pruic. 10).

ul Manens ynpaenenua PyToken X

AAMUHWCTPUPOBaHUE  CepTdwmkaTel Hactpoiiku O nporpamme

MogknwoyeHHbie PyTOKeHB!

& Pyroken 3UN 3.00 v BuiiiTn

& Pyroken 3L 3.00 @

WHdopmayua

ﬂ MokaszaTe (BEAEHWA O TOKEHE [ WUHdopmauma... J

YnpasneHue PIN-kogamu

Feg Pas6nokupoeate PIN-koabl nonbsosaTens. Heo6xogmmel Pas6A0KMPOBaTE
E npaea gocryna AaMuHucTpaTopa PyTtokeH
W3meHuTs PIN-KOAB NOAB30BaTENS MAW AQMUHWCTPATOPaA, [ E—
Z Heo6x0AWMEI COOTEETCTEYIOWWE NPaBa 4OCTyNa
Wma TokeHa
; 3aaaTb MMA TOKeHa, Heo6X0AWMbI COOTBETCTEYIOWME | VBMEeHWTb.
~|% npasa gocryna e —
DopMaTUPOBaHKME TOKEHA
MHULManu3nposaTe GaitnoByl0 CUCTEMY U ONPEAENUTD DOPMATUPOBATE...
noAnTUKK Be30NacHOCTM ToKeHa, HeoBxoanMel Npasa
AocTyna AgMUHKUCTpaTopa PyTokeH
3akpee |

Puc. 10. [Tanens ynpaBaenusi Pyroken. Bknaaka "AamunuctpupoBanue". [loakiaoyennbie PyTokeHst

3. Ecnu HazBanme ycTpoiicTBa 0TOOpa3miIoch, 3HAUYUT OHO paboTaeT KOPPEKTHO.

Ecnu HazBanue yctpoiicTBa He oToOpaxkaercsi, TO HonpoOyHTe MOJKIIOYUTh €ro enié pas.
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IIposepka padorocnocooHocTu «Pyroken III» B OC GNU/Linux

1. VYcranoBuTe yTWIHTYy pCSC_Scan (0ObIYHO cofepXuTcs B MakeTe pCSC-tools) u 3amycture e€. Ecmm
YTHIIUTA BBIAAET JIOT, B KOTOPOM €CTh YIIOMHHAHUE HYKHOTO YCTPOMCTBA, 3HAYUT OHO PabOTaeT KOPPEKTHO

(cm. ).

ubuser@ubuntu:~$ sudo pcscd -afddddd
[sudo] password for ubuser:
debuglog.c:277:DebuglLogSetLevel() debug level=debug
debuglog.c:277:DebuglLogSetLevel() debug level=debug
debuglog.c:277:DebuglLogSetLevel() debug level=debug
debuglog.c:277:DebuglLogSetLevel() debug level=debug
debuglog.c:277:DebuglLogSetLevel() debug level=debug
configfile.l:245:DBGetReaderListDir() Parsing conf directory: /etc/read
er.conf.d
configfile.1:287:DBGetReaderList() Parsing conf file: /etc/reader.conf.
d/libccidtwin

hotplug_libudev.c:258:get_driver() Looking for driver for VID: Ox1D6B
: 0x0001, path: /dev/bus/usb/002/001

hotplug_libudev.c:258:get_driver() Looking for driver for VID: Ox1D6B
: 0x0001, path: /dev/bus/usb/002/001

hotplug_libudev.c:258:get_driver() Looking for driver for VID: OXOEOF
: 0x0003, path: /dev/bus/usb/002/002

hotplug_libudev.c:258:get_driver() Looking for driver for VID: OXOEOF
: 0x0003, path: /dev/bus/usb/002/002

hotplug_libudev.c:258:get_driver() Looking for driver for VID: Ox1D6B
: 0x0001, path: /dev/bus/usb/002/001

hotplug_libudev.c:258:get_driver() Looking for driver for VID: OXOEOF
: 0x0002, path: /dev/bus/usb/002/003

hotplug_libudev.c:258:get_driver() Looking for driver for VID: Ox0A89
: 0x0030, path: /dev/bus/usb/002/013

hotplug_libudev.c:258:get_driver() Looking for driver for VID: Ox0A89
: 0x0030, path: /dev/bus/usb/002/013

Puc. 11. Ornagounsiii gor aas GNU\Linux
2. OcraHoBHTE CepBUC PCSCd, €Ciu OH 3amyIIeH.

Jiist mony4yeHus paclMpeHHol HH(GOpMAIIUK 3aIlyCTUTE pCSCd BpyYHYIO B OTJIaJIOYHOM pexkume: # /usr/
sbin/pcscd -afddddd, eciu ycTpoiicTBO paboTaeT, TO HPH MOAKIFOYSHUH/OTKIIIOUCHUH BBl 3aMETHTE
€ro YIIOMMHAaHHE B JIOTE.

IIpoBepka padotrocnocodnocTn «Pyroken IIII» B macOS

1. Toaxmounte «Pyroken DLID» K KOMIIBIOTEPY U OTKPOWTE TEPMUHAIL.
2. Jlng 3amycka TECTUPOBaHMS YCTPOMCTB BBeIUTE KOMaHay: pcsctest.
3. Bctpoke Enter the reader number ykaxute 3Hauenue "1".

4. Tlosropute lar 3.

5. B okHe TepMHHala JODKHO OTOOpAsUTCS COOOINEHHE O TOM, YTO TECTHPOBAaHHE PabOTHI YCTPONCTBA
YCHEIIHO 3aBEPIICHO (CM. ).
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CpenctBo kpurrrorpaduueckoii 3amuTsl nHGopMmanuu «Pytoken D1IIT 3.0»

00

7 tester — -bash — 93x43

Last login: Tue Apr 18 ©09:35:08 on console
[Mac-mini-Tester:~ tester$ pcsctest

MUSCLE PC/SC Lite Test Program

Testing SCardEstablishContext
Testing SCardGetStatusChange
Please insert a working reader
Testing SCardListReaders
Reader @1: Aktiv Rutoken ECP
Enter the reader number
Waiting for card insertion

Testing SCardConnect

Testing SCardStatus

Current Reader Name

Current Reader State

Current Reader Protocol
Current Reader ATR Size
Current Reader ATR Value
Testing SCardDisconnect
Testing SCardReleaseContext
Testing SCardEstablishContext
Testing SCardGetStatusChange
Please insert a working reader
Testing SCardListReaders
Reader @1: Aktiv Rutoken ECP
Enter the reader number
Waiting for card insertion

Testing SCardConnect
Testing SCardStatus

Current Reader Name

Current Reader State
Current Reader Protocol
Current Reader ATR Size
Current Reader ATR Value
Testing SCardDisconnect
Testing SCardReleaseContext

: Command successful.

: Command successful.
: Command successful.

ol |

: Command successful.
: Command successful.
: Command successful.
: Aktiv Rutoken ECP

: 0x54

s 8x1

: 15 (exf)

: 3B 8B 01 52 75 74 6F 6B 65 6E 20 44 53 20 (1

: Command successful.
: Command successful.
: Command successful.

: Command successful.
: Command successful.

S |

: Command successful.
: Command successful.
: Command successful.
: Aktiv Rutoken ECP

: Bx54

s Ox1

: 15 (oxf)

: 3B 8B @1 52 75 74 6F 6B 65 6E 20 44 53 20 C1

: Command successful.
: Command successful.

5C/SC Test Completed Successfully !

- T~

Puc. 12. Tepmunaa macOS
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CpenctBo kpurrrorpaduueckoii 3amuTsl nHGopMmanuu «Pytoken D1IIT 3.0»

Pab6ora ¢ «Pyroken JIII» B cucreme /IBO «IOI'-UuBecTOank busnec»

BKCHJIyaTaHI/IH H XpaHEHUue

«Pytoken DIII» sBngercs 4yBCTBUTEIBHBIM 3JEKTPOHHBIM YCTpOHCTBOM. [IpM XpaHEHUM M 3KCIUTyaTalluu
MOJIb30BATENI0 HEOOXOJMMO COOJIONATh Psij MpaBWII M TPeOOBaHW, MPU HApYHIEHUH KOTOPBIX yKa3aHHOE
YCTPOMCTBO MOXKET BBIMTH U3 CTPOSL.

Crnenmyromipe mpaBuiia SKCIDTyaTalld U XpaHEeHUs1 00ecredar JUIMTENbHBIN CPOK CITyKObl YCTPONCTBa, a TaKKe
COXPaHHOCTh KOH(PUICHIINATHEHON HHPOPMAITUN TTOJIE30BATEIIS:

» OOeperaiiTe ycTpOMCTBO OT MEXaHMYECKUX BO3ACUCTBHM (YAapOB, MaACHUs, COTPACEHHS, BUOpALIUU U
T. I1.), OT BO3JEHCTBUS BBICOKHX U HU3KHX TEMIEPATYpP, arPECCUBHBIX CPEll, BHICOKOTO HANPSDKEHUS.

* He npnnaraﬁTe HU3JIUIIHUX YCI/IJ'H/If/'I IIpU MOACOCANHCHUN YCTpOfICTBa K IOPTY KOMIIBKOTEPA.

* He momyckaiite momananusi Ha yCTPOUCTBO (0COOEHHO Ha €ro pa3beM) MBUIH, TPsI3H, Biard u T. 1. [lpu
3aCOPEHHMHU pa3beMa MPUMHUTE MEPBl U1 €ro OYMCTKHU. [ O4nMCTKH KopIyca M pa3beMa ycTpoicTBa
WCTIONB3YHTE CYXyH) O€3BOPCOBYIO TKaHb. VIcromb30BaHWE pACTBOPUTENEH W MOIOMIUX CPEICTB
HEIOITyCTHUMO.

» He pas6upaiite yctpoiictBo! Takue AeiiCTBHS MOTYT IIPUBECTH K MOJOMKE KOpITyca, a TaKKe K [opye
WM TIOJIOMKE 3JIEMEHTOB [I€4aTHOI'O MOHTaXa M, KaK CIEJCTBUE — K HEHAJAEKHON paboTe WK BBIXOAY
13 CTPOS caMoro ycTpoicTBa. Kpome Toro, mpu 3ToM OyIeT yrpaueHa rapaHTHs Ha yCTPOHUCTBO.

» Pazpemaercs moaxmoyatre «Pytoxen OUII» Tompko k ucmpaBHOMY 00opymoBaHuio. I[lapameTps
USBnopra f0/KHBI COOTBETCTBOBATH crienudukammu s USB.

* He pexoMeHAyeTcssi WCHONB30BaTh JIWHHBIE mepexonHukn win USB-xaObl 0e3 MOMONTHHUTETHHOTO
MUTaHUs, TOCKOJBbKY M3-3a 3TOTO0 Ha BXOJ, NMPEAHA3HAUYEHHBIN JJIs1 YCTPOWCTBA, MOKET I10JaBaThCs
HECOOTBETCTBYIOILEE HAIIPSKEHUE.

» ampemaercs u3Binekarb «Pyroken OLII» u3 mopra kKoMmMmbproTEpa, €CIM Ha YCTPONCTBE MHIaeT
WHJIUKATOP, IIOCKOJIBbKY 3TO 0003HauaeT paboTy ¢ JaHHBIMH, U MIPEpbIBaHUE PaOOTHl MOXKET HEraTHBHO
CKa3aThcs Kak Ha JaHHBIX, TAK U Ha paboTOCIIOCOOHOCTH yCTpOiiCTBa.

* 3ampemiaeTcsi OCTaBIATh MOJKIIOYEHHBIM K KommbioTepy «Pytoken OLID» BO BpeMs BKIIIOUEHUS,
BBHIKJIIOUCHUS, TIEpPe3arpy3Ku, yxoJia B pexxuMbl sleep mimu hibernate, mockoibKy B 3TO BpeMsi BO3MOKHEI
nepenasl HanpspkeHust Ha USB-miopre 1, Kak cieicTBe, BBIXOA yCTPOICTBA U3 CTPOSL.

* He pexomenayercst octaBisath «Pyroken OLII» NOAKIIOYEHHBIM K KOMIIBIOTEPY, KOTJa OH HE
HCIOIIB3YETCS.

* B cnyyae HencrpaBHOCTH WM HelpaBWIIbHOTO (QyHKIMOHMpoBaHus «Pyroken DUII» obpamaiitech B
BaIl OaHK.

Brnumanue!

* He mnepenasaiite «Pyroken OUII» Tpersum smnam! He cooOmiaiite TpeTbum numam mnapoid OT
KIJIFOUEHAIEeKTPOHHOM noanucu!

* Ilopxmouaiite «Pyroken DLII» k xommbioTepy TOIBKO Ha BpeMsi pabotel ¢ cucremoir IBO «tOI'-
WNuBectO6ank buznec».

* B cnydae yrepu (xumienus) win noBpexaeHus «Pyroken O1I1» HememieHHo oOpaTUTECh B BaIll OaHK.

Hcnouab3oBanue npu perucrpanuu B cucreme 1O

[Iporiecc mpenBapuTeIHHON PETUCTPALINU KOPIIOPATUBHBIX KIMEHTOB OCYIIECTBIISIETCS B MoyJie «Perucrparop
JUTSE KOPIIOPATUBHBIX KIHEHTOB:
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CpenctBo kpunrorpaduyeckoii 3amutsl nHpopmanuu «Pyroken DI 3.0»

1. Tonkmounte «Pyroken DII» k USB-nmopty kommbroTepa.

2. Jlns perucTpaiyy MOJIKIIUUTEeCh K HHTEPHETY, 3amycThute web-Opaysep u nepeiinuTe Ha CTpaHHILy IS
KIHeHToB Oanka cucTeMbl JJbO «FOI'-MHBecTOank buszHecy Bamiero 6aHKa.

3. Ha crpanune Bxoaa KiMeHTOB BbiOepuTe MyHKT: Permcrpamus m co3nanue DI — Iloakiaiodenune k
cucreMe.

B pesynbTaTe 3arpy3urcs COOTBETCTBYIOIIUNA MOAYb.

Ecmn Ha xommbroTepe eme He ycranosineH BIFIT Signer, mosBuTCS TpemynpexaeHHe CO CCBUIKOW Ha
CKauMBaHHE AUCTPUOYTHBA.

4. TlpoiinuTe Bce sTanbl peructpanuy. Ha BOCbMOM 11are B KauecTBE XpaHUIIUINA KIIF0UeH BBIOEpUTE U3 CITUCKA
NYHKT ANNapaTHOe YCTPOHCTBO (CM. ). B mome Hwke o0TOOpa3uUTCS CEPUHHBIA HOMEp
HOAKITIOYEHHOTO K KOMITBIOTEPY YCTPOMCTBA.

[MoaknueHne K cucrTeme
Wwar 8 uz 12

Hoetlid katod 311 gonxkeH BeiTe 40D3BNEH B XPAHMAWLLE KAKOYER,
B 04HOM XpaHWAKMLLE MOKeT COAePKaThCA HEeCKOABKO Katodel 31,

¥kaxute NoAHeIA NyTe K G aiay WA CepuAHBIA HOMEP annapaTHOro YCTPORCTES,
KoTOpoe ByaeT MCMOALZ0BATLECA 4ANA reHepaumm kaoded 301,

Ecam XpaHWmanuUe He CyllecTeyeT, 6}/A€T CO0343H0O HOEBOE,

AnnapaTtHoe YCTPORCTED s

PyTokeH 3L 3.0 (0923216834)

Puc. 13. UnTepuer-Bank. [IpenBapurensnas perucrpamnus. llar 8 u3 12

5. Ecmu x «Pytoken DIII» 3aman PIN-kox, To mosBuTcs okHO st BBoga PIN-koma (cM. ). Ykaxwure
3gauenne PIN-koma mons3oBarers.

Brnumanue!

Hemnpaeuinsho BBectu PIN-kox noctyna k «Pyroken D1IIT» MoxHo He Oostee 10 pa3 moapsia, OCie 4ero
«Pyroken DLII» OnoxupyeTcs ajis UCIOIb30BaHMs (IIOAPOOHEE CM. B paszeiic AJIMUHUCTPUPOBAHUE
«Pyrtoken DIII»).
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Рутокен_ЭЦП#_Администрирование_
Рутокен_ЭЦП#_Администрирование_

CpenctBo kpurrrorpaduueckoii 3amuTsl nHGopMmanuu «Pytoken D1IIT 3.0»

BIFIT Signer X
o i Beeaute PIN-KoA ANA XpaHUAMLLE KNHYeil:
t PyTokeH 3L 3.0 (0997350564)
PIN-koa: ’ oooooo| | Q

OK I OTMeHa

Puc 14. Beoa PIN-koaa noJib3oBareiis

6. Ha crnemyromux marax perucTpanuy BaM HEOOXOAMMO yKa3aTh HAUMEHOBAHHE U MApOJb K CO3JaBAEMOMY
kmouy OIl.  Jlms moBbImieHWst ypoBHS 0O€30MACHOCTH  MApOJST  BOCIIONB3YHTECHh  CICAYIOIUME
PEKOMEHIALMSMU:

* MapoJib He JOJDKEH COCTOSATh U3 OJHUX HHU(D;

* TIapOJIb HE JIOJDKEH OBITh CIIMIITKOM KOPOTKHM U COCTOSITh U3 CHMBOJIOB, HAXOJIAIIMXCS HA OJHOM JIUHUU
Ha KJIaBHaType;

* TIapOIb TOJDKEH COepKaTh B ceOe Kak 3arflaBHbIC, TaK M CTPOYHBIC OYKBHI, IIU(PHI 1 3HAKH PEMTUHAHAS,
¢ IapoJjib HE NOJDKCH 6I)ITI> 3HAa4YUMBbIM CJIOBOM (BaHIC UM, Jata poXIACHUA, N1CBUYbs (I)aMI/IJII/IH JKCEHBI U
T.J1.), KOTOPOE MOKHO JIETKO MOA00paTh WU yraaaTh.
Ilpumeuanue:

B omnom «Pytoken DUII» cemeiictBa 3.0 moxeT comepkarbes a0 126-u xmoueit D11 0TBETCTBEHHBIX
COTPYJIHUKOB pa3HbIX KOPIOPATHUBHBIX KJIMEHTOB, OOCIYXHBAacMbIX B pa3HbIX OaHKax C pa3HBIMU
sx3emiuisipamu cucteMbl JIbO «tOI'-MuBecTOank busnec».

Buumanue!

HenpasuneHo yka3zate napons K kimouy OII, kotopelii Haxogutea B nmaMatu «Pyroken SLII», MoxxHO He
6onee 15 pa3 nmoapsn. [locne storo kirou S Gokupyercst HaBceraa.

Hcnoan3oBanue npu Bxoae B cucreme b0

1. Toxmkmouutech K MHTEPHETY, 3amycTure web-Opay3ep u nepeianTe Ha CTpaHUWILy I KIMEHTOB OaHKa
cucremsl JIbO «HOI'-MuBecTOank buznecy Bamrero 0aHka.

2. Tlopxmrounte «Pytoken DLII» k USB-nopry koMIistorepa.
3. Ha crpanuiie BXo/1a KOPIIOPATHBHBIX KIMEHTOB OaHKa BhIOEpUTE HEOOXOUMBIH MyHKT:
* Bxon B UnTepuer-bank — BriOpaTh 31€KTpOHHYIO ITOAIUCH;

4. Bribepure B criucke «Pyrtoken SLII» (cm. ), eciiu K ycTpoicTBy 3anaH PIN-kon, TO mosiBUTCSI OKHO
JUIs ero BBoJa. Ykaxkute 3HaueHue PIN-koa.

Brnumanue!

Henpaswisno BBectn PIN-koz noctyna k «Pyroken DLIT» MoxkHO He Oonee 10 pa3 moapsia, mocie 4yero
«Pytoken DUII» 6mokupyercst Asl UCIONB30BaHUS (MOApoOHee cM. B pasfenie AIMUHUCTPUPOBAHUE
«Pyroxen DUII»).
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Рутокен_ЭЦП#_Администрирование_
Рутокен_ЭЦП#_Администрирование_

CpenctBo kpurrrorpaduueckoii 3amuTsl nHGopMmanuu «Pytoken D1IIT 3.0»

PyTokeH 3LM 2.0 (ID: 0997350564)

BIFIT Signer X
- BeeauTte PIN-KOA ANA XpaHUAWLLE KNHUeii:
‘ PyTokeH 3L 3.0 (0997350564)
PIN-koA: |nouo| I o

: P o
C:\ibank2\keys\urk.dat

Puc. 15. Bxox B Untepuer-bank. Beoa PIN-kona

Ecnu BBox PIN-kona He TpeOyercs BeiOepute kiarou D11 (M. Pric. 16) u ykakuTe naposb K HeMy.

[Tpu BBOJIE MapOIS YUUTHIBAIOTCS SI3BIK (PYCCKUI/aHTITMICKHI) U PETHCTD (3ariiaBHbIE/IPOTUCHBIE OYKBEI).

‘ Hasap [ Bbibepute daitn () OBHOBMTL

Mowuck 3l

' PytokeH 3LM 3.0 (ID: 0997350564)

Bacunbeea ElM.

3onotos_mio. |BIFIT Signer X

CemMeHOB_TECTO A BeeauTe naponb AnsA A0CTyNa K KKYY:
‘ Bacuneesa E.T1.

Maponb: | | ‘ L

" omes

Puc. 16. Cnucok kiarwueii 11

Brinonnure cneayromue AecTBUS:

* B mosie Tun xpannauia Beibeprute AnnmapatHoe ycrpoiicTBo. B none Token oToOpa3urcst cepuiHbIit
HoMep BbiOpanHOTo USB-TOKEHA.
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CpenctBo kpunrorpaduyeckoii 3amutsl nHpopmanuu «Pyroken DI 3.0»

* [lpu ucnonp30BaHUU YCTPOHCTBA, K KoTopoMy 3amaH PIN-koz, oToOpasurcs OKHO Ijs ero BBoja (cMm.
). Yxaxure 3Hauenue PIN-koza.

Brnumanue!

Hempasunsro BBecTn PIN-ko1 goctymna k «Pyrtoken DLI» moxuao He 6onee 10 pa3 mompsia, mocie
yero «Pyrtoken OIIIl» OmokupyeTcs Hias UCHONB30BaHUs (MOApPOOHEE CM. B paszele
AnmunuctpupoBanue «Pyroken DLII»).

BIFIT Signer X
= | BeeauTte PIN-KoA ANA XpaHUAMLLE KNHOYe:
PyTokeH 3LM 3.0 (0997350564)
PIN-koa: Iooooool I Q

Puc. 17. Beog PIN-koaa

* B crucke nonst Kittou Beibepure HanmenoBanue kmova 11 1 HaxxMuTe KHOTKY BoliTh.

* Vxaxwure Ilaposs s noctyna K BHIOpaHHOMY KITIOTY (CM. ). IIpu BBO/IE MapoIIst YUUTHIBAIOTCS
SI3BIK (PYCCKUN/AHTIMICKUIA) ¥ perucTp (3ariiaBHbIE/TIPOTIMCHBIC OYKBHI).

BIFIT Signer X
BeeauTe naposnib NN 4OCTYNA K KIKOYY:
/‘ LIOK_Batos_B.O.
Maponb: l | | Q

Puc. 18. BBox mapoas s qocryna k kiarouay JI1

AaMuHuCTpUpoBaHue Kiawder 11
s xroueit D11, xpansmuxcs B mamsat «PyTtoked D1I», ToCTyHEI clieayromue IeHCTBHUS:
* [leuats cepTudukara kioya nposepku JlI;
* Cwmena mapoiis qoctyna K kioay JI1;
» (CMmena HanmeHoBaHus Kiroda DI,

* Vnanenune xmroya OII,

16


Рутокен_ЭЦП#_Администрирование_

CpenctBo kpurrrorpaduueckoii 3amuTsl nHGopMmanuu «Pytoken D1IIT 3.0»

Brunumanue!

3ananue PIN-koma ycrpoiictBa ocymiectsisiercs uepe3 [lanens ynpaenenus Pyroken (cM. puc. 9), koTropoe
yCTaHaBIIMBAEeTCsS BMECTE C JApailBepoM ycTpoiicTBa (moapoOHee cM. B paszzene AIMHUHUCTPHPOBAHHE
«Pytoken OLID»).

Cmena PIN-koma ycrpoiictBa moctymHa B MHTener-banke m uepe3 mpunoxenue Ilanens yrpasrieHus
PyToken.

AnmuaucTprpoBanue kitodei D11, xpansmuxcs B mamsiti «Pyroken DLy, BemmonaseTcs:

* B Moxyine «Permcerparopy». [l mepexoa B MOAYITb BEIITOJIHATE:
Crpanuua Bxoza knueHToB B UHTepHEeT-bank — Perncrpanmnsa — AgMuHucTpupoBanne kiarovei J11;
* B Mmoayse «MuTepuer-bank». {715 nepexona B MOy b BBITIONHUTE:

ABTOpHU3yHiTeECh Ha CTpaHHLE BXoda KiIMeHTOB B MHrepHer-bank — OnexkTpoHHBIE moamucH —
npocmotp undopmanuu o Kiawye L.

Brinosinute cienyromume 1elcTBus:
1. 3anycTute HEOOXOAUMBIN MOAYJIb.

2. YkaxuTe THI XpaHwinma kiodeil DI — AnmapatHoe ycTpoiicTBo.

3. OroOpasurcsi cepuiiHbIi HOMEp MOAKIIOUYECHHOTO K KOMITBIOTEPY ~ yCTpOWCTBa U
cnucok kimovert JI1 (cm. ).

AAMUHWCTPUpOBaHWe Kaodei 311

YkaxuTe TMN xpaHuanwa karodeid 30
Knioy Ha amcke

)\ Ny
(®) AnnapaTHoe YCTPORCTEO

Pytoken 3LIM 3.0 (0923216834)

HaumeHoBaHue Kawoua

Sonotoe M.KO.(Kpokyc)

Konanuecreo kaouei Ha annapaTHom ycrpoicree: 1

CreHnte PIN Meuate CMeHWTE Naponk [MepenmeHoBaTe Yaanute

Puc. 19. Moayab «Perncrpatop». AxMuHucTpupoBanue kiaoueii 11
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CpenctBo kpurrrorpaduueckoii 3amuTsl nHGopMmanuu «Pytoken D1IIT 3.0»

4. Beibepure kmou DIl u HaXMHTE KHONKY, COOTBETCTBYIOIIYIO OIEpaIliy, KOTOPYH HEO0OXOIUMO
BBITIOJTHHUTD.
ITeyats ceprudukara kio4a nposepku 11

Bri6epure B ciicke Tpedyemsrii kitod D11 u Haxkmute kHONKY [leuaTh. YKaxuTe napois AJs 10CTyMa K KIH09y
OIl. Haxxmute xkHOTIKY IIpuHATSH. Jlanee oTKpoeTcs cTaHmapTHOE OKHO BBIBO/IA JOKYMEHTA HA I€YaTh.
CMmena napoJs nocryna K kiawouy 11

Bribepurte B ciricke Tpedyembrii ko4 OI1 u HaxkmuTe KHONKY CMEHHTDh MapoJib. YKaXXHUTE TEKYIIUH Mapoib
kmoua Ol u nBaxkasl HOBIM maponb. Haxkmute kaonky Ipuusars. HoBeiit mapons k kmouy OI1 Oyner
YCTaHOBIJICH.

CMena HanMeHOBaHUA Kiao4ya D11

Bribepute B crimcke TpeOyemblit kmod DIl u Haxkmute xHONKy IlepemmeHoBaThb. YKaXUTe Mapoib IS
nocrtyna K kimouy D11 u HoBoe HanMmeHoBaHue kitoda JI1. Haxxmute knonky Ilpunsite. HoBoe HanMeHOBaHME
kitoua DI OyneT yCTaHOBJICHO.

Ynanenne xkaroua 11

Buumanue!

Ecmu kimou D11 ynanuTe 13 XpaHmiuia KIF0Yei, BOCCTAaHOBUTH €ro 0yJeT HeBOo3MOKHO. [loaTomy ynansTs
MO>KHO KJTFOUH, KOTOPBIE B JallbHEHIIIEM He OyaIyT HCIONIb30BaThCs pu padoTe ¢ cuctemoit 1bO (kimroun ¢
UCTEKIIUM CPOKOM AEUCTBHSA, CKOMIPOMETHUPOBAHHBIC KIIIOYH U T.1.).

Bribepute B criucke TpeOyembiit ko4 D11 1 HaKMHUTE KHONKY YAAJUTh. YKaXKUTE Maposib A TOCTyIa K
kmouy DI1. TTocne Haxatus kHonku [IpuHATH Kitou OyaeT 6€3BO3BPATHO yIAJIEH U3 XPaHHJIHIIA KITFOUEH.
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CpencrtBo kpurnrorpaduueckoit 3amuTsl nHGopMmarnmu «Pytoker DLIIT 3.0»

AnvunucrpupoBanue «Pyroxken ILID»

AnmuanctpupoBaane «Pyroken DUII» ocymectBisercs uepes Ilanean ynpaBiaenusi PyTokeH, koTopoe
YCTaHaBJIMBAETCA BMECTE C APaliBEpOM YCTPOUCTBA.

Bosmoxnsl cnenyromue aeicteus ¢ «Pytoken DII»:

* 3ananue PIN-koma noctyma [20];
» Hacrpoiiku nonutuk 6e3onacHoctd PIN-komoB [22];
* Pasz0onokuposka PIN-kona [24];

» @opmarupoanue «Pytoken DLII» [24].

Bce nelicTBus ¢ yCTpOHCTBOM TOCTYIHBI TOJBKO ITOCE BBoAa KoppekTHoro PIN-koza.

Mo ymoruanuio s «Pyroken LD ycranoBJiensl cienywmue 3Hayenuss PIN-konos:
[Tonb3oBatens: 12345678
Anmunuctpatop: 87654321

3ananune PIN-koaa gocryna K «Pyroken IIII»

Jis obecrieueHust JOMOTHUTEIHHOHN 3alUThl OT HECAHKIIMOHMPOBAHHOTO TOCTYTA K Kirtouam DI, xpausmmmMcest
B namstu «PyTtoken SI», peanuzoBana Bo3MOXHOCTh 3a1aBath PIN-kon gocryna k «Pytoken OLID».

[Tpu obpamennu k «Pytoken DUII» ¢ 3aganasiM PIN-K0ZI0M OTCYTCTBYET BO3MOXHOCTD MOYyUEHHS CIIHACKA
kimoueit «Pyroken DLI1» n kakux-1u00 ASUCTBUI ¢ HUMH, IO MOMEHTa BBOJIa KoppekTHOro PIN-koza.

PIN-kog x «Pytoxen OIIl», ecnmn OH ycTaHOBIEH, 3ampallMBaeTCs Y IIOJIb30BATENs TPU BHITIOTHEHUH
CJEeNYIOIIUX NEeUCTBUMN:

* BxoJ B MHTepHEeT-baHK;
* BX0J B MoAyJb «Perucrpartopy;
» oOpamenue k «Pyroken DIII» B ciiydae ero OTKIFOUYESHUS U MOCIICIYIOMIETO IMOAKITIOUCHUS;

» oOpamenue k «Pyrokxen SLII» B xone anmuancTprpoBanus kiaouen J11.

3amanne PIN-xkoma yctpoictBa ocymectBiuserca depe3 Ilanens ynpasiaeHusi PyrokeH, kortopas
YCTaHABIIMBAETCS BMECTE C ApaliBEPOM YCTPOMCTBA.

Ecnmu na paGodem croie HEe OTOOpakaeTCs WKOHKA IPHIIOKEHUS (CM. ), TO €ero 3amycKk MOXKHO
ocymtectButh depe3 Ilyck/Ilporpammbl/Pytroken/Ilanens ynpasienust PyrokeH. OTo0Opa3urcs TiiaBHOE
OKHO TIPOTPaMMEI (CM. ).
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Рутокен_ЭЦП#_Форматирование_

CpencrtBo kpurnrorpaduueckoit 3amuTsl nHGopMmarnmu «Pytoker DLIIT 3.0»

il MaHens ynpaenequa PyToken X

AAMWHWUCTPUPOBAHWE  CepTudukatel Hactpoiiku O nporpamme

MoaknoYeHHble PyTOKeHB

|jpyroxen 34 3.00 v Beecti PIN-xoa...

NHdopmayma

|77| MokasaTb CBeAEHMA O TOKEHE s
&

¥npasnenue PIN-kogamm

T Pas6nokupoeate PIN-koAbl nonbsoeaTena. HeobxoauMel Pa36/10KMpOBATL
npaea 4ocTyna AAMUHUCTPaTopa PyTokeH =

lml

WsmeHuTe PIN-KOAB NOABb30BaTENS AW AQMUHWUCTPATOPA,

N3meHuTb...
[z Heo6x0auMel COOTBETCTEYIOWME NPaBa A40CTyNa

Wma TokeHa

W3menunTs...

). 3343tk MMA TOKeHa, HeoBX0AWMEl COOTEETCTEYOWME
(&> npasa gocryna

DopMaTUPOBaHWE TOKEHA

w MHWUManusMpoBsaTe GanNoByo CUCTEMY U ONPEAEAUTD
g NOAWTMKKM BE30NACHOCTM TOKEHA, Heo6x0AUMbl NPaBa
Aocryna AgMUHKUCTPaTopa PyTokeH

POpPMATUPOBATL...

3aKpeiTh

Puc. 20. Ilanens ynpaBiaenust Pyroken. 3akiiagka AAMUHNCTPHPOBaHHE

Ha Briragxe AamunuctpupoBanue B criucke [loakiroyennsie PyTokeHbI TOIDKHO 0TOOpaXaThCs Ha3BaHHE
MTOJIKITFOYEHHOTO YCTPOWCTBA U JIOJDKHA OBITh akTHBHA KHOTIKa BBecTH PIN-Kkoa... Eciiu kHOTIKa HE akTHBHA,
ybenurecs, uto «Pytoken DLID» moakiroueH K KOMIBIOTEPY.

st ayTeHTUUKANWY B TporpamMMe Haxxmute KHonKy BBectu PIN-kon... B oTroOpasuBiiemcst okHe (M.
) BeIOepute Tun nonkiaroueHus («llomp3oBarenpy WM «AJIMHHUCTPATOP»), TIOJI KOTOPHIM HEOOXOIMMO
paboTaTh — 11 Kaxaoro ycrpoiictBa «Pyroken DUII» 3agano nBa PIN-kona:

* PIN-kox IMoab3oBaTenss — WCHONB3YETCS YIS OCTyHAa K AJIEKTPOHHOM MOANMHMCH U OOBEKTaM Ha
ycTpoiicTBe (ceptudukatam, KIOYEBbIM mapam). Eciu mpu pa®oTe CO CTOPOHHHM IPHIOKEHHEM
3anpammBaercs PIN-kox «Pyroken DLII», To Bam Hago BBectn PIN-koz Ilomp3oBarerns.

* PIN-kog AamMunHHCTpaTOpa — HUCIOJIB3YETCS Ul aJIMHUHHCTPUPOBAHMS YCTPOWCTBA M yNpaBIICHHS
PINkomamu. PIN-kox AnmuHHCTpaTopa ucnonb3yercs Tonbko B [lanean ynpasiienus PyToken.

[Mocne BeiOOpa THNa noakmovYeHus ykaxure PIN-koa n Haxxmure kHonky OK.
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CpencrtBo kpurnrorpaduueckoit 3amuTsl nHGopMmarnmu «Pytoker DLIIT 3.0»

il Manens ynpaenequa Pytoken X

Beegute PIN-kog
CynThIBaTEND

& Pyroken 3LM 3.0 NFC 0

(® Nonbzosatens

O AaMUHKWCTPATOP
PIN-kog

[sesensed| | RU

Puc. 21. [Taneas ynpasiaennsi Pyroken. Beox PIN-konga

s cmensl PIN-kona B 6iioke Ynpasiaenue PIN-kogamu HaxxmuTe KHONKY I3MeHUTB... B 0TOOpa3suBiemMcs
OKHE JBaXIbhl yKakuTe HoBoe 3HaueHue PIN-koma (cm. ). Tun nonkmouenus «llonbp3oBaTenby»
MO3BOJISIET M3MEHHUTHh TONbKO PIN-kon Ilonb3oBaTens, TUM MOAKIIOUEHUS «AJIMHHHCTPATOP)» IMO3BOISET
m3meHuTh PIN-kox [Tome3oBarens u PIN-kog AnmMuaRCTpaTOpa.

3nauyenne HoBOro PIN-koma JOmKHO COOTBETCTBOBATH ITOJUTHKE O€30IaCHOCTH.

il Manens ynpaenexns PyToken X

CmeHa PIN-koaa

Bei6epuTe posb M BEEAUTE HOBLIN
PIN-koa ana Pytoken 3LM 3.0 0.

(O Nonbsosatens

.......................................... N

(®)AgmuHncTpatop:

BeeauTe HoBbIN PIN-kog

| |

MoaTeepauTe HOBEINA PIN-K0oZ
| | EN

Ok OTmeHa

Puc. 22. [Tanens ynpapiaenus Pyroken, Tun noakaodyenus «AqgMuuucrpatop». Cmena PIN-koxa
Buumanue!

Ha3znauennsiii PIN-ko yJ1anuTh HEJb3s1, Er0 MOXHO JIMIIb CMEHUTD.

HenpasunsHo BBecTr PIN-kon moctyna k «Pytoken DII1» moxHO He Gonee 10 pa3 mompsii, mocie 4ero
«Pyrtoxen DIII» OaoKUpyeTCs )i UCTIOIb30BAHMS:

* VYcrpoiicTBo, 3a010KMpOBaHHOE HEBepHBIM BBO1oM PIN-kozaa [lons3oBarens — paz0iokupyercs

AIMUHHUCTPATOPOM;
* YcrpoiicTBo, 3a0JI0KUPOBAHHOE HEBEPHBIM BBOJIOM PIN-koma
AnmMuHHCTpaTOpa — pa30IO0KUPOBATh HEBO3MOXKHO.

Hactpoiikn nonutuk 6esonacuoctu PIN-konoB

[onutukn xoHTpons kauectBa PIN-komoB «Pyroken OIIIl» wncnonmb3yloTcst Ui HOBBIMIEHHS YPOBHS
WHPOPMALMOHHON 0€30MaCHOCTH.
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CpencrtBo kpurnrorpaduueckoit 3amuTsl nHGopMmarnmu «Pytoker DLIIT 3.0»

o ypoBHio Han&xHocTH Bee PIN-koas1 «PyToken DLII» nensrcs Ha TpU KaTeropuu: «ciaaldbiey, «CpeaHue» U
«HaaéxHble». KputepueM Takoro AeneHusi SBISAIOTCS BECOBbIE KOA(PHUIMEHTH MCIONB3YEMbIX MONUTHK U
obmrast (uHTerpanbHas) oneHnka PIN-kona. [loms3oBatens «Pyrtoken DIID» Moxer 3aaath HEOOXOAUMOCTH
MOSIBJICHUSI HAa KpaHe MPeAyNpekIaroIlero cooOmeHns Mpy MonsiTke cMeHuTh PIN-koa Ha «cnalblit»y uim
«cpemauit». Kpome Toro, ecTh BO3MOXKHOCTD 3alPETUTh UCIIONIb30BaHue «ciaadboro» PIN-koma Ha TOKeHe.

Jis kouTpons kadectBa PIN-komoB «Pytoken DLII» ncnonp3yroTes ciaenyromme TOTUTHKH:
* MunumansHas mmHa PIN-kona.
» Jlimmua PIN-koma.
* Ilonutuka ucnonszoBanus PIN-kona, 3aJaHHOTO 10 YMOJIYaHHUIO.
* IlonuTtuka ucnonszoBanusi PIN-kozia, coCTOSMIEr0 U3 OTHOTO MOBTOPSIFONIETOCS CUMBOJIA.
* [lonutuka ucnons3oBanus PIN-ko/a, COCTOSIIETO TOIBKO U3 IUPP.
* llonutuka ncrons3oBanus PIN-koma, cOCTOSIIETO TONBKO U3 OYKB.

* Ilonutuka ucnonszoBanust PIN-kona, copnagatouiero ¢ npeapiaymum PIN-kogom.

[Ipu ycranoske npaiiBepoB «PyTtoken OLID» 3HaueHus mapaMeTpoB MOJIUTUK KOHTpOIs KayecTBa PIN-koqoB
YCTaHOBJICHBI 10 YMOJIYaHUIO.

[MonuTuku koHTpOJs KadecTBa PIN-ko/1a MOTYT OBITH U3MEHEHBI TIOJIL30BATEIIEM C PaBaMH aIMUHUCTpATOPA
yepe3 [lanens ynpasiaenus Pyroken.

[ns u3MeHeHus: NOJUTHUK KOHTPOJsS KadecTBa Iepeiautre Ha 3akinaixky HacTpoMkM MaHenu ynpaBieHHs
PyTtoken (cMm. ).

il Manens ynpaenexua PyToken X

AaMuHUCTpUpoBaHue Ceptudukatel Hacrpoiiku O nporpamme

CyuTeiBaTEAM PyTOKEH S

Lﬂ.[ Konuyecreo cumTeiBaTeneit PyTokeH S: WN3meHutb

MaKcMManbHOE KONMYECTBO YCTPOMCTE PYTOKEH S, € KOTOPEIMK
BO3MOXHO paboTaTe 0AHOBPEMEHHO.

Hacrpowku PIN-koaa

‘_ AAMWUHWCTPATOPBI MOMYT HacTpaneaTb NapameTpel PIN-koa0E: Hacrpoiika
5 J K3WWPOBaHWe, HaNnoMUHaHWe o cmeHe PIN-KoAa No yMoAYaHuio,
[bassl wopnposaHue B UTF-8,
MonuTtukm kavecrea PIN-koa08
2 o ~
= MoauTukm kadecrsa PIN-K0A0E NO3E0NAIOT NOBLICUTL YPOBEHD Hacrpoiika...

BesonacHocTu. Mpu cveHe PIN-koaa ByAeT BeINOAHATBLCA €ro

A
[y NPOEEPKa Ha CTOMKOCTb COrNacHO 33AaHHEIM KPUTEPUAM.

Hacrpoiku KpunTonpoeanaepa

‘ = J MpocMOTp U USMEHEHWE HACTPOEK

I o o

ﬁ KPUNTONPOBaNAepa ANA PasnuYHLIX MOAENEN
PyTokeH,

HactpouTe KpunTonpoEBaiaep

3akpeiTh

Puc. 23. Ilaneanb ynpasienusi Pyroken. 3akiaanka Hacrpoiiku
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CpencrtBo kpurnrorpaduueckoit 3amuTsl nHGopMmarnmu «Pytoker DLIIT 3.0»

B Gnoke Ioantuxkm kavecrBa PIN-kogoB nHaxkmure kHomky Hacrtpoiika... Otkpoercs okHo Ilomutuku
kayectBa PIN-ko10B (cM. ).

Monutnkm kauectea PIN-kogoe .S

MoanTukmn

CumntaTtk PIN-kOZ «cnabbiM» NpW ANWHE MeHbLUEN, Yem: | 1 v

PaspewnTb ncnonbsosaHue PIN-k04a no ymMONYaHUIO

PazpewnTb PIN-K0A4, COCTOAWMI U3 OAHOMO NOBTOPRIOWErOC CUMBEONA

EPaspetym’b PIN-KO4, COCTOAWMIA TONBKO W3 Lndp:

PazpewwnTb PIN-K0A, COCTOAWMIA TOABKO U3 BYKE

PazpewwnTb PIN-K0A, COBN3A3I0WMIA C NPeaBiayLmum

MoseaeHne npu cmeHe PIN-koaa

Ecnm 338aH «cnabeiit» PIN-koa: Hu4ero He genate v

Ecan 338aH «cpeaHuins PIN-koa:  Huuero He genate v

]

IPUMEHHTE

3aath N0 YMOAYAHWUIO OTmeHa

Puc. 24. Oxno IMoautuku kayecrsa PIN-komxoB

Hns w3menenuss Hactpoek B Onokax Ilosutuxkum u IloBenenme mpu cvmenHe PIN-komoB BriOepuTe
COOTBETCTBYIOIINE YEKOOKCHI, BBIOCPUTE HEOOXOIMMBIC 3HAUYEHUS] W3 BBINAJAIOIINX CIUCKOB M HAXMHTE
kHOTIKY OK. UTOOBI 3a1aTh HACTPOIKH 110 YMOIYaHUIO HAKMHTE KHOTIKY 3a1aTh 10 YMOJTYAHUIO.

Pa3oi0xkuposka PIN-kona

Paz6nokuposanue PIN-koma nosib3oBatens «Pyroken DLIII» BeimonHseTcss B TeX cCilydyasiX, KOrza OH ObLI
3a0JIOKMPOBAH MOCJIE OMPENEIEHHOT0 YHCia OCIe0BaTeIFHBIX HEYIauHbIX MOMBITOK BBoJa PIN-Kkoma.

Pa36HOKI/IpOBKy JOJDKCH OCYHIECTBJIATH IMOJIL30BATECIIb C IpaBaMU aIMUHUCTpATOpPA.

Buumanue!

[Ipu BEIMOTHEHNN Pa30JIOKUPOBKYU CUETUMK MOMBITOK BBoa PIN-Kk012 BOCcCTaHABIMBAETCS B CBOE HCXOAHOE
3HaUYeHHe, 3aJaHHOe TpY MHHIHAIH3alnu TokeHa. COpachIBaeTCss MMEHHO CYETYHK TIOIBITOK, a HEe caMm
PINkox!

Jus paszbnokupoBku 3amyctute Ilanens ympasienuss Pyrokena. Ha 3aknmanke AJXMUHHCTPUPOBaHHE
Haxxmute KHONIKY BBectun PIN-koa... B oToOpasuBmemcs okae (cMm. ) BBIOEpUTE THIT MTOIKITIOYSHHS
«AIMHUHHCTPATOP», YKaxkuTe ero 3HaueHue PIN-koma m Haxkmure kHomky OK. 3aTeM HaXXMHUTE KHOIKY
Pa3zéioxkupoBaTth.

Haee HeoOxommmo ayreHTH(uUpoBaThes ¢ npaBamu «Iloabp3oBaTenss» W TPOAOKUTH TOIMBITKH
BoccTaHoBieHus 3HaueHne PIN-koma. Ecnu chenats 310 He yaaercs, TO MOXHO JIHUINb OTQOPMATHPOBATH
«Pyroxen DUII» ¢ moTepeit Bcelt nHGOpMaIiK HA HEM.

®opmaTupoBanue «Pyroxen ILI»

Buumanue!
®opmaruposanne «Pytoken OLI» npuBoauT k motepu Beeit nadopmannu Ha HEM!

VY nanenHast “HGOpPMAIUS BOCCTAHOBJICHHUIO HE MOJICIKHUT!

Hns  opmatupoBanust ycrpoiictBa 3amyctute Ilanens ynpaBaenuss Pyrokena. Ha 3akmanxe
AIMUHHCTPHpPOBaHHE (CM. ) HaxkmuTe KHONIKY BBecTn PIN-Ko.... B 0T0Opa3uBieMcs okHe (CM.
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CpencrtBo kpurnrorpaduueckoit 3amuTsl nHGopMmarnmu «Pytoker DLIIT 3.0»

) BBIOEpHTE THIT TOAKIIOYCHUS «AIMUHHCTPATOP», YKaxkuTe 3Hauenrne PIN-kona u Haxxmute kHonky OK.
Haxxmute craBmieii akTuBHOW KHONKY dopMaTupoBaTh.. B oToOpasuBiIeMcs OKHE, eclii HE TpeOyeTcs

JOTIOJTHUTENIBHBIX HACTPOEK, HAXKMHUTE KHOTIKY HavaTts (cMm. ).
ﬂ ®opmaTMpoBaHUE TOKEHA X
Wma TokeHa
Monb3oBatens
Wcnonbsosate PIN-K0A MO yMOAYaHUIO PIN-koa Monb30BaTena MOXeT MEHATb:
Hoseii PIN-xog | sesssses A @iflonssosatens
MoATEEPKAEHUE sessssss O Agmunmcrpatop
(O Nonszosatens n AgMuUHUCTPaTOP
MuHumanbHas aamHa PIN-koga |6 v Kakyio NoAMTUKY 8 A0MKEH BEIBDaTE?
MoneiTkn 68043 PIN-koaa 10 v

AgmuHUCTpaTop

Wcnonb3osate PIN-KOA No yMOn4YaHWio
Hostilt PIN-KOg sescssss |

MOATEEPXKAEHWNE ssssssss
MuHumanbHaa gnvHa PIN-koga 6 v

MonwiTkn BB0Aa PIN-K0Aa 10 v

Hauate

Puc. 25. Oxno ®opMaTUpOBaHUEe TOKEHA

Jns mpomoibKeHUs TOATBEPAUTE CBOM JeHCTBUS, HaxaB KOHKY Jla B oToOpasuBIIEMCS OKHE C

peaynpexaeHrueM (CM. ).

Manens ynpaenenna PyTokeH

0 Hauate popmatuposanmne?

BHUMAHWE! Bce ganHble Ha PyTokeH ByayT yHUYTOXKEHDbI!

277 e

Puc. 26. llpexynpexaenue

Joxmurech OKOHUaHHS (POPMATUPOBAHUS (CM. - ).

PyTokeH popmaTupyertca

BHuUMaHMe! He oTknw4aiTe PYyTOKEH, NOKa NPOLECC He
33BEpWnTCa

Puc. 27. OxHo npouecca popMaTHPOBAHHUS

Jlanee 0ToOpa3uTCs OKHO YCTICIIHOTO 3aBepUICHHS ()OPMATHPOBAHUS (CM.
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CpencrtBo kpurnrorpaduueckoit 3amuTsl nHGopMmarnmu «Pytoker DLIIT 3.0»

Manens ynpaenenna PyTokeH X

0 QOpMaTMPOBAHWE YCNEWHO 33aBEPLIEHD

Puc. 28. OxHo ycnenrHoro 3aBepuienusi oOpMaTHPOBAHMS

Brnumanue!

Ecmu omepamus dopmatupoBanus «Pytoken OUII» He Oymer 3aBepmiena («Pytoken OJLII» Oymer
OTKJTFOYCH, TIporpaMma OyIeT MPUHYIUTEIBHO 3aKPhITa, MUTAHNUE KOMITbIOTEPa OyIET BHIKIFOYCHO...), TO 3TO
MIpUBEET K HepaOOTOCIIOCOOHOCTH YCTPOMCTBA.

Ecmmn Hemssecren (3abmoxupoBaH) PIN-kox amMuHHCTpaTopa, TO B OOJBIIMHCTBE CIlydaeB BBl BCE pPaBHO
Moxkete otdopmarupoBath «Pyrtoken OUII» camoctostensHo. [locne wucuepnaHus TMOIMBITOK BBOAA
koppekTHoro PINkona agmMuHucTparopa kHonka ®opMaTUpPOBATE CTAHOBUTCS JOCTYITHOM.
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CpencrtBo kpurnrorpaduueckoit 3amuTsl nHGopMmarnmu «Pytoker DLIIT 3.0»

OoOHoBJienne apaiiBepoB «Pyroken IID» nias Windows

[lepen wadaroM oOHOBIIEHUS HOpaiiBepoB pekoMeHayeTcss OTKmounTh «Pytokern OIIID» or USB-mopta
KOMITBIOTEA.

3arpy3uTe HOBYIO BEPCHUIO ITaKeTa IpailBepoB ¢ caiiTa paspadoruuka: http://www.rutoken.ru/support/download/
get/rtDrivers-exe.html. TTognepxkuBaemeie OC: MS Windows 10/8.1/2012R2/8/2012/7/2008R2/ Vista/2008.

3amycTuTe 3arpy)KeHHbINA (Gails i ClieyiTe yKa3aHHsIM MacTepa YCTaHOBKH (cM. Puic. 29— Puc. 37).

il Apaiieepe PyToken — X

PYTOKEH

APAVBEPbI PYTOKEH

MNepeycTaHOBKa UAW yaaneHue

| Depeyeronomms | | Yoo

Puc. 29. Macrep ycranoBkHu ApaiiBepa. Hauasio nepeycTaHOBKH WM yAaJeHUS

s nepeycraHoBku JpaiiBepa HaxMuTe KHONKY IlepeycTaHOBHTB, /Ui ynaneHus ApaiBepa ¢ KOMIBbIOTEPA
KHOIIKY Y1aJIUTh.

Jlanee HEOOXOAMMO JTOKIATHCSI OKOHYAHUS mpoiiecca (cM. Pric. 30) u HaxkaTh KHOMKY 3aKkpbITh (cM. Puic. 37).

9l Apaiieepsi Pytoken - X

PYTOKEH

APAMNBEPbI PYTOKEH

Moxanyicra, NOAOXANTE, NPOLLECC
MOXET 3aHATb HECKO/IbKO MUHYT...

l'lepeyc‘raHoaKa CYMTBIBATENEN pyTOKEH S, 3TO MOZKET 3aHATE HECKONBKO MUHYT...

Puc. 30. MacTep ycranoBKH ApaiiBepa. [Iponecc mepeycTaHOBKH HJIH yAaJeHHs
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il Apaiieepel PyToken

PYTOKEeH

APAMNBEPbI PYTOKEH

MNepeycTaHOBKa 3aBepLueHa

3akpeiTe

Puc. 31. Macrep ycTaHOBKH JpaiiBepa. 3aBepiieHue MepeyCcTAHOBKH HJIH y/AaJIeHHsI
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CpencrtBo kpurnrorpaduueckoit 3amuTsl nHGopMmarnmu «Pytoker DLIIT 3.0»

YcerpaHeHue HeMCIIPpaBHOCTEH

Haubonee gacto BCcTpedaronyecs: HEUCIPABHOCTH:

* USB-ToKeH HemoCTYIIeH I BEIOOPA,;
* IInarmn BIFIT Signer me onpenenser USB-TokeH;
* Ommubka B xone ycraHoBku ouonuoreku rtPKCS11ECP;

* Hecrabmipaas pabora USB-TokeHa.

USB-TokeH HeocTyneH

[TprunHOIi HEMCITPaBHOCTH MOKET OBITh YCTAaHOBJIEHHOE B coBpeMeHHBIX Bepcusax OC cemerictBa Windows
orpaHuueHue Ha oOl1ee KOJMYecTBO YCTPOHUCTB YTeHHUs cMapT-KapT B [Jucnerdepe ycTpoiicTB — He Gosee 10
YCTPOIMCTB.

B ciaywyae mpeBBINICHHUS YCTAHOBJIEHHOTO OrpaHWucHHs mpu 3amycke IlaHesm ynpaBiaeHusi PyTokeH
0T06pa3I/ITC5I NpeaymnpexKICHUC 0 AOCTUIKCHUHU MAKCHUMAJIIBHOI'O 3HAYCHHUA NOAKIIOYCHHBIX CUUTBIBATEJIEH
cMapT-Kapt (cMm. ).

}'}I TOKeHbl MAM CMapT-KapTbl HEAOCTYMHbI
4
Konunuyecteo NOAKNHOYEHHDBIX CYMTBIBATENEN CMapT-KapT ACCTUINC NPEJENBHOINO 3H3YEHUA.

HEKOTOprE TOKEHbI MW CMAPT-KapTbl MOMyT OK33aTbCA HEZOCTYNHbIMW

— YaanuTts KAMEeHTbl UAKN ApaviBepbl ANA YCTPOWCTB, KOTOPbIMW yXKe
HEe NoAb3yeTech

MepeiTi K yAaneHuo nporpamm

— YaaneHwe He NOMOrAo, eCTb eulé pelieHma’?
Mepeitt & Basy 3HaHWMIA K NPOCMOTPY PELLIEHWUIA

—> AcHo, UrHopupoBaTh
TokeHbl unn CMapT-KapTbl CCTaHYTCA HEAOCTYNHBIMM

Puc. 32. [Ipenynpe:xaenne npu 3anycke [lanesn ynpasienus Pyroken

PemieHre HEUMCHPABHOCTH 3aKIIOYAETCS B COKPAIIEHHH JO JOIYCTUMOTO KOJIMYECTBA IIOJKIIFOUEHHBIX
cuuThIBaTenel B Jlucneryepe yCTpOMCTB.

g ycTpaHeHHs HEMCIIPAaBHOCTH BBIITOJIHUTE JIEHCTBHA:
1. TlpoBepbTe Tekyllee KOJMUYECTBO YCTPOMCTB B cucTeMe: /lucneTyep yCTpoicTB — CIIMCOK Y CTpOiicTBa
YTEeHHs1 CMapT-KapT (CM. )

B crincke MOryT 0ToOpaXkaThCsl CIICAYIOLIUE TUITBI YCTPOUCTB:

* PeajbHble CUHTBHIBATEIN — CMapT-KapThl U TOKCHBI, MOAKIIIOUCHHBIC K KOMIIBIOTCPY B TeKyH.IHfI
MOMCHT,

* BupryajbHble CYUTBIBATEIH — IPEIHA3HAYCHBI )1 ONIPENEIEHHBIX MOZEJIEH TOKEHOB U CO3at0TCA
B CUCTEME IIpU YCTAaHOBKE JIpailBEpOB HA YCTPOMCTBA pa3JIMUHBIX MPOU3BOAUTENICH. BupTyanbHbIi
CUUTBHIBATEIIb OTOOpa)KaeTcs BCEr/a, BHE 3aBUCHUMOCTH OT HAJIMYHUS ITOAKIIOYEHHOI'O YCTPOHCTBA.
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CpenctBo kpuntorpaduyeckoit 3amursl nHpopmanun «Pytoken DI 3.0»

& Nucneruep yerpoiicrs - 0 X

Qavn [enctene Bwa Cnpaska
s @ Hom| B

. Y3 MNoprel (COM u LPT)

: D Mpoueccopbi

: -&¥F Ceresble apanTepei

. -4 CucremHble ycTpoiicTea

> »&};‘, Ycrpoiictea HID (Human Interface Devices)

o YcTpoiicTea namatu

4 '_j YcTpoiicTEa YTEHWA CMapT-KapT

.9 Aktiv Co.IFD Handler

-4 Aktiv Co.IFD Handler BupTyanbHbie cuuTbiBaTENAW KOMNAHUK "ARTMB"
.. Aktiv Co. IFD Handler

.3 Aladdin IFD Handler

s j Aladdin IFD Handler BupTyanbHble CYUTbIBATENM KOMNaHKMK "AnagauH P. 1"
-4 Aladdin VR Handler

.. Rainbow iKey Enumerator

- j Rainbow iKey Virtual Reader

- Rainbow iKey Virtual Reader BupTyanbHbie cymTbiBaTENM KOMMaHWK "Budut"
-4 Rainbow iKey Virtual Reader

.. Rainbow iKey Virtual Reader

-.[3) USB Token Holder

.. USB Token Holder

-+ USB Token Holder BupTyanbHbie cunTbiBaTENW KOMNaHUK "SafeNet"
.. USB Token Holder

-.[3) USB Smart Card reader

- ij YcTpoiicteo ytenna cmapT-kapT Microsoft Usbecid (WUDF) ] PeanbHble pUanYEcKuUe yCTPORCTBa

Puc. 33. Iucneryep ycTpoiicTB. YCTPOiCTBA YTEHHsI CMApPT-KapT
B cniicke ycTpoiicTB MOTYT OBITH CIEYIONIHE BUPTYAIbHBIE CUUTHIBATEIH:

» Rainbow iKey Virtual Reader — npennasnaden misi paboThl KiI04eBOro uiaeHtudukaropa iKey
npousBoacTBa komnanuu "SafeNet";

 Aktiv Co. IFD Handler — npenHasnadeH TOIbKO [1st paboThI ¢ KIIFOYOM Mojien PyTokeH S.

Il paboTOCITOCOOHOCTH JaHHOTO Kiroua komumdecTBo ycrpoiicte Aktiv Co. IFD Handler B
Jlucneryepe YCTPOMCTB JODKHO OBITH PABHO KOJIMYECTBY KIFOUEBBIX MACHTH(HHKATOPOB PyTOKEH S,
KOTOpBIE HEOOXOANMO OJTHOBPEMEHHO TOAKIFOYUTH K KOMITBIOTEpY — He OoJiee 5.

BBl MOKETE yMEHBIIUTH KOJTMYECTBO CUNTHIBaTENeH PyToKeH S 10 pakTHUeCcKoro yrcia HCIoIb3yeMBbIX
BaMH ycTpoicTB. Ecim kimroun PyTokeH S He MCHONIB3YIOTCSI — HAMYHe BUPTYAIBHBIX CUUTHIBATEICH
Aktiv Co. IFD Handler ue tpebyercsi.

Ymenbmuth konmuectBo cuutbiBateneit Aktiv Co. IFD Handler moxto uepe3 Ilanens ynpasiieHust
Pytoxen — Bkiaaka Hactpoiiku (cm. )

29
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Manens ynpasnexnsa PyToken

Mpy yMEHBLEHWM KOAWYECTES BUPTYaNbHEIX CHUTEIBATENEI
! MOXKET NoTPe60BaTbCA Nepe3arpyska 0nepaLnoHHoON
cucTeMel, Bel yBEPEHEI, YTO XOTUTE NPOAOMAKNUTE?

(1)

AamuHucrpuposadue  CepTudukaTtel Hactpoiiku O nporpamme

CynteisaTenu PyTokeH S

(2)

| | Konuyecrso cumThisaTenei Pytoken S:f 1 b

W3meHuTs

MaKCMManbHOe KONWYECTBO YCTPOICTE PYTOKEH S, C KOTOPEBIMM
BO3MOXHO pa6oTaTk 0AHOBPEMEHHO.

Hacrpoitkun PIN-koaa

AZAMUHUCTPATOPEI MOTYT HacTpaneaTe NapameTpel PIN-k0408:
5 K3WWPOBaHWeE, HaNOMWHaHKWE 0 cmeHe PIN-koaa no ymondaHuo,
lemael koauposaHue & UTF-8,

MoanTuku Kavecrea PIN-kog0B

MonuTukun kayecrea PIN-K040E NO3B0AAI0T NOBLICMTE YPOBEHD
i\r—— 6esonacHoCTK, I'Ipm cmeHe PIN-koga 6yaeT BEINOAHATBCA ero
m NPOBEPKa Ha CTOMKOCTb COrnacHoO 3a4aHHbIM KPUTEPUAM,

Hacrpoiikv KpunTonpoeaiaepa

——] MpocMOTp U USMEHEHWE HACTPOEK
H KPUNTONPOBaiAepa AN PasANYHEIX MOAEne

PyToKeH.

Puc. 34. [Taneas ynpasaennsi Pyroken. Hactpoiiku

Hacrpoiika...

Hacrpoiika...

HacrpouTs KpunTonposaiaep

3aKpeiTe

Omnpeaenure ycTpocTBa O NPOU3BOAUTENO U MOJIENIN HOAKIIOUEHHBIX TOKEHOB U CMapT-KapT, KOTOPbIE

MOJHO YJaJIUTh.

VY nanuTte cCUUTHIBATENN U3 CIKCKa Y CTPOICTBA YTEHHS] CMAPT-KapT:

* PeajbHbIe CYUTBIBATEIH — OTKIIIOYUTE YCTPOHUCTBO OT KOMITBIOTEPA;

* BuprtyajbHble CUMTHIBATEJM — HCIOJIB3YHTE KOHTEKCTHOE MEHIO B Jlucmerdepe ycTpoicTB (cM.
) WU BBITIOJTHUTE JEMHCTAJUISAIUIO YCTAaHOBJIEHHOTO /1715 yeTpoiicTra [10.

A Aucneruep yCrponcrs

Qamn [Hencrenme Bwa Cnpasxa

s mHE B

b3 Moptel (COM u LPT)

» J2} Mpoueccopsi

N LF Cetesble aganTepel

1> {8 CucremHble ycTpoiicTea

b f&% Yerpoiicrea HID (Human Interface Devices)
] YcTpoicTea namati

a5 :S; YcTpolicTea YTEHMA CMapT-KapT

-3 Aktiv Co. IFD Handler
-4 Aktiv Co.IFD Handler
- Aktiv Co. IFD Handler
-1 AladdinIFD Handler'
-4 Aladdin IFD Handlel
b j Aladdin VR Handler

2 i Rainbow iKey Enum
-3 Rainbow iKey Virtua
-3 Rainbow iKey Virtua
-4 Rainbow iKey Virtua
-4 Rainbow iKey Virtua
e j USB Token Holder
-3 USB Token Holder

i j USB Token Holder

%5 i USB Token Holder
[ USB Smart Card reader

OBHOBWTE Apareep

CBoWcTBa

OTKAOUNTE YCTPOWCTBO
YaauTh YCTPOUCTED

- Ycrpoiicteo utenua cmapt-kapt Microsoft Usbecid (WUDF)

Yaanenuve ycrponcTea

“a”?  Aaddin IFD Handler

Brumanue! Celiuac ycTpoicTBO SYA8T YRSNEHD U3 CUCTEMEL

Dignanmb nporpamMMel ApaiiBepoB AN 3T0M0 YCTPoMcTBa.:

OTMera

OBHOBWTE KOHGUMYPaLWIO 0BOPYAOBAHWUA

Puc. 35. Iucnerdep YcrpoiicTB. YaajleHne BHPTYaJbHOTO CUUTHIBATEIS
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BIFIT Signer ne onpeneasier USB-Token
Pemienue HencnpaBHOCTH MPUBEJAEHO OTAEIBHO JUIS KaXKI0H ONepalliOHHON CUCTEMBI:

* OC cemerictBa Windows;
* OC cemeiicTBa Linux;

¢ OC cemetictBa macOS.

HewncnpaBHOCTh MOXKET TPOSIBIIATHCS CIEAYIOMAM 00pazoM:

» USB-TOKeH He 0TOOpaXkaeTes:

— nipu Bxozie B cucteMy /IbO B cincke kiroueit Ol
— IpU AAMUHUCTPUPOBaHUU Kitouel JI1;

— TIpY BBIOOpE anmapaTHOTro yCTPOKCTBa AJisi reHepanuu kitoda Jl1;

— B MHBIX CITyJasX.
» Orobpaxaetcs coobuienne o6 ommbke: «He ycraHoBneHb! qpaiiBepa uiu He 3aImyleHa ciyx06a Smart
Card»:
— TIpY BBIOOpE amnmapaTHOTro YCTPOHCTBa AJisi reHepauuu kiova JI1;
— IpU Hepexojie B paszzell DJIeKTpoHHble moamucu B MHTepHer-banke ajs KOPHOPAaTHBHBIX

KJIMEHTOB;

— B UHBIX ClIy4dasax.

Pemenne past OC cemeiictBa Windows
USB-TokeH MOKeT 0TOOpakaThCsl B AMCHIETYEPE YCTPOUCTB, HO He onpenensathes BIFIT Signer.

BapuanTsl ycTpaHeHUs] HEUCTIPABHOCTH:

* [Iepesanycrute cnyx0y CmapT-KapTa, HanpuMep, yKazaHHBIM CIIOCOOOM:
1. Otkpoiite okHO HacTpoek ciayx0 Windows: Ilanens ynpaBiaenus — Cucrema u 6e30nacHocTb —
AamunucrpupoBanue — Ciayxobl

2. Beibepute myHKT KOHTeKCTHOTO MeHI0 Ilepe3anmycTutsb jutst ciry:x061 CMapT-KapTa (cM.

» IIpoBepbTe, YTO YCTaHOBIIEHHOE Ha KOMIIBIOTEpE AHTUBHPYCHOE NpPOrpaMMHOE obecrieueHHe He
onokupyet paboty BIFIT Signer. Otkirounte antuBupycHoe 1O Ha Bpemsi mpoBEpKHM M HACTPOHKH

BIFIT Signer;

* Ilepeycranoeure BIFIT Signer, 3amycTuB yCTaHOBIIUK OT KMEHH aJIMUHUCTPATOPA.
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Cayxoel = O X
Qann fencteve Bua Cnpaska
e | HELz HE »8up
< Cny>xBel ‘ © Cayx6bl (n0KanbHbIE)
Cmapr-KapTa ma a OnucaHve CocToAHWe Twn 3anycka (o)
L CayxBa yayuweHna oToBpaxeHya Cnyxba AnA ynpasaeH.. BeinoanaeTca BpyuHyto (akKTUBWPOBATE 3anyck)

OcraHoBuUTE CyXEYy
[MepesanycTutb cayx6y

Onucanue:

YnpasaseT A0CTynoM K
YCTPOACTBaM UTEHUA CMapT-
kapT. Ecam 31a cayxba
OCTaHOB/IEH3, 3TOT
KOMMBHOTED HE CMOXET
CUMTHIBaTb CMapT-KapThl.
Ecnu 31a cayx6a oTkAOUEHa,
nrobble cnyx6bl, KOTOpble
ABHO 33aBUCAT OT HEE, HE
MOTYT 6bITb 3aMyLieHbl.

G Cayxba ynpasneHna Windows
8, CayxBa ynpasAeHra KopropaTMBHEIMKU NPHAOKEHAMI
L CypiBa yNpasneHna paamo
L Cyxba ycTaHosku Microsoft Store
L CmypiBa YCTaH OBKM YCTPORCTE
G CnyxBa XpaHeHWA AaHHbIX NoAb3oBaTenn_8a777
G CyxBa XpaHuauwa
G CayxBa wudposaHna AMckos BitLocker
8, CayxBa WA03a YPOBHA NPUNOKEHNA

L CayxBel KpUnTorpadmiv

G CykBhl YAaNeHHBIX PaBOUVX CTON0B

MapT-KapTta

18 CoBBITVA NOMYUEHNA HEMNOAB
&, ConocTaBuTeNt KOHEUHBIX TO
&k Coxparenue vrp Ha Xbox Liv
8, CpeacTBO NOCTPOEHUA KOHEY
GxCraHaapTHan cmpkba cBopLl
ETenedorva

ErTenedoHHan cBA3L

G Tembl

) TeHesoe KONMPoBaHWe ToMa
£, Tononor KaHaABHOTO YPOBH &
&Y aaneHHbIv BoI30B Npouedyp (RPC)
f)»VIIHHE'HHhI'V'I neectn
<

3anycTutb
OcraHoBnTL
Mpuroc

HOBWUTb

MpoaomKUTE
MepezanycTvts

Bce 3agaum
OBHOBUTE
CBoHcTBa

Cnpaeka

BLINOAHAET ynpasaeHu...
OBecneunsaeT ynpasae..
Cayxba ynpasaeHna pa..

ObecneuvsaeT NOAAEP..

Mo3B0AAET KOMNBIOTEP...
ObecneuvBaeT XpaHeHu...
MpeaocTasaeHne cayxb..
BDESVC npeaocTaBaseT...

Obecneunsaer NoAAEp..

MpeAoCTaBAReT TP CAY...
PaspewaeT noAb3oBare...

YnpapgAaser AOCTYNOM K ...

3anyck NPUAOKEHWH, CB...
OBecneunBaer paspeL...
31a CAYyKBa CUHXPOHMS..,
YnpaBaeHvie 3BYKOBLIM...
CraHaapTHaa cmkba cb..

OBecneunBaer Noadep...

YnNpaenaeT COCTOAHWEM. .
YnpaeneHve TeMamm o...
YnNpaBnaeT Co34aHVIEM T..,
Cos4aeT KapTy CETW, CO4..
Cayx6a RPCSS — 370 4...
MORRONAET VAANEHHRIM ...

BeinoaHaetca
BuinoaHaetca

BuinoaHaetca

Beinoaxaetca

BuinoaHaetca

BuinoaHaetca

BuinoaHaetca

BuinoaHaetca

BuinoaHaetca

BuinoaHaetca

BuinoaHaetca

BpyuHyto

BpyuHyto

BpyuHyto

Bpyuryto

BpyuHyto {aKTWBMPOBATL 3anycK)
Bpyuryto

BpyuHyto {aKTWBMPOBATE 3anycK)
BpyuHyto (aKTWBUPOBATE 3anycK)
BpyuHyto

ABTOMATUUECKN

BpyuHyto

ABTOMATAUECKW (3aMYCK NO TPUITE...
BpyuHyto

ABTOMATUUECKN

BpyuHyto {aKTWBMPOBATE 3anycK)
ABTOMATUUECKN

BpyuHyto

Bpyuryto

BpyuHyto (aKTWBMPOBATE 3anycK)
ABTOMATUUECKN

Bpyunyto

Bpyunyto

ABTOMATUUECKN

OTkAroueHA

| \PacmwpeHHbu?l f\ CTaH,aapTHbM/

OcTaHoBKa W 3anyck cyk6el "CapT-kapTa' Ha “flokaabHeIR KomnbioTep”

Puc. 36. OxHo HacTpoek ciay:k0 Windows. [lepe3anyck cay:x061 CMapT-KapTa

Pemenune piasa OC cemeiictBa Linux

BosmoxxHbIe MMPUYINHBI HCUCIIPABHOCTHU U UX PCILICHUC!

* He ycranosnens! 6ubnmorekn 1ibccid pcscd libpcsclitel mmm PKCS11

CkavaiiTe ¥ yCTaHOBUTE COOTBETCTBYIOILYIO OHOIHUOTEKY;

* OTcyTCTBYIOT

ITO3MIITMOHHO-3aBUCHUMBIC

KoHurypannonnoM gaiine Info.plist

1. JloGaBbTe 3amucu B KoH(purypanuoHHsidi (aitn Info.plist (cm.

macOS).

3almcu o

USB-tokene B

Hactpoiika mis Linux u

2. TIposepste paboTtocmnocodHocTs USB-ToKeHa (cM. [IpoBepka paboTocnocoOHOCTH).

Pemnenne aas OC cemeiricrea macOS

Bo3MoxHEIe IIPUYMNHBI HEUCIIPABHOCTU U UX PCILICHUC!

* OrcyrerBytoT 3anucu 0 USB-TokeHe B koH(puUrypamnuroHHom ¢aite 1ibccid

1.  JloGaBbre 3anucu B KoH(urypaunuonusiii ¢pait Info.plist(cm. Hacrpoiika ais Linux n macOS).

2.  IIposepste padoTocnocooHocts USB-TokeHa (cMm. [IpoBepka paboTocrnocoOHOCTH).

Ommnodka B xoxe ycranoBku o0ndamnorexn rtPKCS11ECP

HewucnipaBHOCTB TIPOSIBIISIETCS TIPH 3aITycKe ycTaHOBOYHOTO (paiina RutokenInstaller. pkg

[Ipu ycranoBke 6ubnmoteku rtPKCS11ECP nnm PKCS#11 nHcTamnsTop 3aBepiuacT paboTy ¢ OmuoOKoi (cM.

).
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O & YcTaHoBeka: PyToKeH [

Ownbku Npu yctaHoske, MonbiTaliTech YyCTaHOBUTb NOBTOPHO.

BsegeHwe
. PaameleHue
Tvn yCTaHoBK#M

YcraHoBka

0630p YcTaHOBKA He BbINoJIHeHa.

YcTaHoBLWMK 0BHapyXun owubxy, Bbiapasiuyo cboit
ycraHosky. OBpaTuTech 3a NOMOLbIO K npoussogutento MO.

Puc. 37. Ommbka uHCTALISATOPA

HeuncnpaBHocTs Bei3BaHa (haitiom 11ib pasmemenasim B qupextopun 1ocal. [lnst ycTpaHeHNs HEUCITPaBHOCTH
HE00XO0UMO yIANUTh (aiill, Hampumep, CIeAYIOIIIM CITIOCOO0M:

1. BrI30BHTE KOHTEKCTHOE MEHIO is 3Hauka Finder u Beibepute myukT Ilepexoa Kk mamke... (CM. ).

Vv [ MNepexon K nanke

HoBoe okHo Finder
HoBas cMapT-nanka
HaiTu...

MNepexopa K nanke...
MopknioyeHue K cepeepy...

lMNokasarb BCe OKHa
CKpbiTb

Puc. 38. Finder. KontekcTHasi komanaa "Ilepexon k manke..."
2. B myTH K Katanory ykaxxure aupekroputo /usr/local (cm. ).

lNepexopg k nanke

Mepexopg k nanke:

Jusrflocal

OTMEeHUTL

Puc. 39. [yt nupexkTopun

3. B otkpriBmiemcs karanore local ymamute daiin 1ib (cm. ).
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0 e " local
< Hll = 00 1ol (2ZEv | 3 v Q

olo!

#™: Mporpammbi
[ Pabouuii cT...
[ﬁ JOoKyMeHTb

remotedesktop lib
0 3arpysku

YcrpoicTea

YAaneHHbiw...

O6wwmit goctyn
Puc. 40. Kartasor local. Yaanenne ¢aiina lib
4. 3amycrtute yctaHoBouHBIH (aiin RutokenInstaller.pkg
HecraOtuiabnas padora USB-TokeHa
HewucnpaBHOCTH POSBISIETCS CIEAYIOIMM 00pa3oM:

* HecrabwmibHas pabora USB-TokeHa;

C USB-Tokena ymanstoTcs pabodre KITIoUH;

+ Kirou He oToOpakaeTcs B pasjiesne YpaBieHHe KII0YaMHU;

* OmmOKM TpW BBHIIOJHEHUHM oOmepanuii B Moaylsix cuctembl JBO. Bo3MokHbIe NPUYHHBL
HEUCIPaBHOCTH:

» Uzsneuenune USB-tokena uz USB-nopta Bo Bpems paboTHI;

* Hanuume USB-ymmnaureneii mwim USB xa0og;

» Henamiexamee coctosane USB-niopta Ha komnberotepe uinu USB-TokeHe.
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